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(57) ABSTRACT

Embodiments of a WiFi system and method for time-sliced
associations for make-before-break handover in the WiFi sys-
tem are generally described herein. In some embodiments,
the method monitors metrics of a serving channel of the WiFi
system to determine whether to increase a channel scanning
rate of target channels of the WiFi system. The channel scan-
ning rate of the target channel may be increased in response to
the metrics. A time-sliced association with one or more target
cells on the target channel may be performed while an asso-
ciation with a serving cell on the serving channel may be
maintained. The wireless client may be transitioned from the
serving cell to the target cell in response to the metrics while
obscuring the complexity from the device operating system
and active applications.

20 Claims, 4 Drawing Sheets
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1
TIME-SLICED WIFI ASSOCIATIONS FOR
MAKE-BEFORE-BREAK HANDOVER

PRIORITY APPLICATION

This applicationis a U.S. National Stage Application under
35 US.C. 371 from international Application No. PCT/
US2013/043031, filed May 29, 2013, which is hereby incor-
porated by reference in its entirety.

TECHNICAL FIELD

Embodiments pertain to wireless networks. Some embodi-
ments relate to WiFi handover.

BACKGROUND

IEEE 802.11 is a set of standards for implementing wire-
less local area network (WLAN) communications. These
standards provide the basis for wireless network equipment
approved and licensed as WiFi equipment.

WiFi networks typically use access points to wirelessly
communicate with either mobile communication devices
(e.g., smart phones, computers, tablet computers). The access
points can be connected to a wired network giving the access
point access to the Internet. The mobile communication
device can then access the Internet through communication
with the access point.

The transmission area of an access point can be referred to
asacell. The cells are typically designed to be relatively small
in order to provide greater capacity and enable lower power
usage for the mobile communication devices. Due to this
relatively small size, handover from a serving cell (i.e.,
present cell) to a target cell (i.e., possible future cell) can
occur relatively frequently, even when the mobile communi-
cation device is moving at walking velocities.

The process for handover from a serving WiFi cell to a
target WiFi cell can take many seconds in the case of inter-
extended service set identification (ESSID) handover. The
delay can be caused, at least in part, while association,
authentication and Dynamic Host Configuration Protocol
(DHCP) procedures are completed. Many problems can
occur during this handover that can result in even more time
being used. For example, the mobile communication device
may fail one or more of the association, authentication, or
DHCP procedures on the target cell.

Additionally, the target cell, once successfully connected,
may have non-functioning backhaul or hotlining that prevents
Internet access or inadequate performance by the mobile
communication device. This can result in unavailable,
delayed, or inadequate Internet service for the mobile com-
munication device. A significant delay in handover between
cells can result in an unacceptable end-user experience as
well as Operating System and Application errors.

Thus there are general needs for improved WIFI handover
methods. There are also general needs for decreasing atime of
WIFI handover.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates various network elements of a wireless
network in accordance with some embodiments.

FIG. 2 illustrates an operational diagram in accordance
with some embodiments.

FIG. 3 illustrates a flowchart of a method for time-sliced
WiFi associations for make-before-break WiFi handover in
accordance with some embodiments.
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FIG. 4 illustrates a functional diagram of a wireless com-
munication station in accordance with some embodiments.

DETAILED DESCRIPTION

The following description and the drawings sufficiently
illustrate specific embodiments to enable those skilled in the
art to practice them. Other embodiments may incorporate
structural, logical, electrical, process, and other changes. Por-
tions and features of some embodiments may be included in,
or substituted for, those of other embodiments. Embodiments
set forth in the claims encompass all available equivalents of
those claims.

FIG. 1 illustrates various network elements of a wireless
communication network (e.g., WiFi network) in accordance
with some embodiments. The wireless communication net-
work includes one or more wireless communication stations
100-104 that may include a wireless client 100 and a plurality
of'access points (APs) 101-104 that may communicate over
one or more wireless channels in accordance with IEEE
802.11 communication techniques.

The wireless client 100 may be any mobile computing
device having a wireless communication capability that may
be non-stationary. Such a computing device may include
smart telephones, tablet computers, lap top computers, and
other computing devices that have the ability to communicate
with the access points 101-104 over one or more wireless
channels using one or more communication techniques (e.g.,
IEEE 802.11).

A single AP 101-104 with all associated wireless clients
100 may be referred to in the art as a basic service set. The AP
101-104 may act as a master to control the wireless clients
100 within that particular BSS. A simple BSS, for example,
could be the wireless client 100 and the AP 101 with which it
is communicating.

Each BSS may be uniquely identified by a basic service set
identification (BSSID). In other words, the BSSID may be
associated with only one BSS. For a BSS operating in an
infrastructure mode, the BSSID may be the media access
control (MAC) address of the AP.

An extended service set (ESS) may be a set of two or more
interconnected wireless BSS’s and integrated wired local
area networks (LANs) that appear as a single BSS to the
logical link control layer at the wireless client 100. Each ESS
may be uniquely identified by the ESSID. The BSSs may
work on the same channel or different channels.

The APs 101-104 may have fixed locations. The APs 101-
104 may be part of a stationary network that may be coupled
to a larger network. For example, the APs 101-104 may be
part of a wired network that is coupled to the Internet. The
wireless client 100 may then access the larger network by
communicating over the wireless communication channels
with one or more of the APs 101-104.

The signal transmission from the APs 101-104 may form
basic service areas (BSA) or cells 110-113 around the APs
101-104. When the wireless client 100 is within communica-
tion distance of a particular AP 101-104, it may be assumed to
be within one of the cells 110-113. For example, FIG. 1 shows
the wireless client 100 to be within a cell 110 created by the
AP 101. The cell 110 with which the wireless client 100 is
presently communicating may be considered to be the serving
cell 110.

The IEEE 802.11 communication standards provide for
allowing the wireless clients 100 to be oft-channel for recur-
ring periods of time. The wireless client 100 may use this time
for scanning, probing, and power savings purposes. The wire-
less client 100 may also use this time to attempt association
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with another cell 110-113 (i.e., target cell). For example,
when the wireless client 100 moves from the serving cell 110
to a target cell 111-113, the wireless client 100 may maintain
the existing WiFi association with the serving cell 110 while
simultaneously attempting to establish a connection with one
or more target cells 111-113.

After establishing an association with one or more target
cells 111-113 in parallel (e.g., time-sliced association), the
wireless client 100 may perform the association, authentica-
tion, Dynamic Host Configuration Protocol (DHCP) opera-
tions, and Quality of Experience (QoE) analysis of the target
cell or cells 111-113. The association may comprise the wire-
less client 100 storing an identification (e.g., [P address, MAC
address) of the target cells 111-113. The authentication may
comprise the wireless client 100 determining if the identifi-
cation is authentic by comparing the identification with
known good identifications. DHCP is a network protocol
used to configure devices that may be connected to a network
so that they can communicate on that network using Internet
Protocol (IP).

It may also be known in the art that QoE may be a measure
of the actual experience a user has when they are using a
particular connection to an AP 110-114. For example, a client
100 might see a Wi-Fi signal from an AP 110-114, however
the AP’s connection to a larger network might not be working.
QoE analysis may look at such metrics as channel signal
strength, end-to-end link quality and bandwidth, wireless
client battery life, cost of connectivity, application choices,
user preference, or measurement of real or synthetic applica-
tion performance such as throughput testing or voice MOS
scoring.

When the wireless client 100 has information about one or
more target cells 111-113 that are able to deliver adequate
QoE, the WiFi handover can occur from the serving cell to the
target cell prior to breaking the current connection with the
serving cell (i.e., make-before-break). A make-before-break
handover method may be used in both inter-ESSID and intra-
ESSID cases. An inter-ESSID handover may be accom-
plished in some embodiments where there may not be cen-
tralized coordination of the handover and an authentication
context may not be reused. An intra-ESSID handover may be
used in some embodiments where the same wireless client
credentials may be used more than once on the same network.

In other embodiments, some internet service providers
may not allow the use of the same wireless client credentials
more than once on the same network. In such an embodiment,
selection of a new ESSID by the wireless client 100 may not
occur. Thus, when the wireless client 100 begins to move out
of range of the serving cell 110, and connections are poor
enough or the connection with the AP 101 breaks, the wireless
client 100 may make the first attempt to connect with another
AP with the same ESSID without considering other ESSIDs.
Some embodiments enable substantially simultaneous
authentications or to reuse the existing authentication context
in the WiF1i authentication back-end to improve interoperabil -
ity and performance of an intra-ESSID handover. The new AP
101-104 may be transitioned to more quickly by the wireless
client 100 with a make-before break handover in an intra-
ESSID handover where the inter-ESSID optimizations
described above are not available.

In some embodiments, a unique MAC address may be used
for each simultaneous AP association. The quantity of MAC
addresses used may depend on a maximum quantity of simul-
taneous AP connections that may be maintained by the wire-
less client 100.

The make-before-break handover methods may operate
when both the serving cell and the target cell(s) are on the
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same channel or different channels. When the serving cell and
the target cell(s) are on the same channel, a benefit may exist
that includes the handling of received events for simultaneous
virtual associations between the wireless client 100 and cells
110-114 since frames from both the serving cell 110 and the
co-channel target cells 111-114 may be decoded substantially
simultaneously while on the channel.

In order to reduce a performance impact with an active
association with the serving cell 110, a time spent attempting
multiple associations with target cells 111-114 may be sched-
uled. Considerations about when to perform target cell asso-
ciations and the amount of time to spend on potential target
cell interactions may be based on a number of considerations.
These considerations may include the QoE or signal condi-
tions of the serving cell, the economic cost of the serving cell
connection, the priority of the serving cell, current network
utilization by the wireless client 100, or the credentials used
by the serving cell relative to alternative cells.

FIG. 2 illustrates an operational diagram in accordance
with some embodiments of a time-sliced WiFi associations
for a make-before-break handover. This diagram illustrates
the operations of a wireless client 100 and an access point
101-104. The y-axis lists the various operations being per-
formed while the x-axis represents time.

FIG. 2 shows a number of blocks of serving cell association
time 205-207 during which the wireless client interacts with
or is available for its currently associated AP. Between these
blocks of serving cell association time 205-207, the wireless
client leaves the serving channel and performs scan opera-
tions 200-202 on other appropriate channels. Typically, WiFi
equipment can tune only one channel at a particular time.
Thus, while the wireless client is off the serving channel, it
may not interact with the serving cell, resulting in the illus-
trated breaks 210-212 between serving cell association times
205-207.

When signal conditions degrade between the wireless cli-
ent and the serving cell, the wireless client may increase the
scanning frequency. Since termination of a session with an
AP may be a wireless client-based decision, instead of wait-
ing for service to be lost completely, the wireless client may
start the transfer process to an association with a new AP by
increasing the scan frequency.

During one scan operation 202, a target cell association
time 230 may occur as the wireless client interacts with the
target cell. In the interest of clarity, only one target cell asso-
ciate time 230 is shown. Different embodiments may use one
or more scan operations 202 to access multiple target cells in
parallel that would result in multiple target cell association
times 230. In this manner, the wireless client may time-slice
between channels and the corresponding target cell associa-
tions.

During the illustrated target cell association time 230, the
target cell may be associated, authenticated, and the DHCP
address may be received. At a later time, when one or more
triggers are met as described subsequently, the active connec-
tion from the point of view of the wireless client operating
system (OS) is transitioned 221 to the new connection at the
new [P address of a new serving cell. After transition to the
new serving cell, the wireless client may then resume normal,
periodic scanning 231.

During the scanning 200-202 and target cell authentication
230 process, the wireless client OS may not be aware of any
IP address changes. Even though the target cell(s) IP
addresses are made available 260, the client OS sees only the
visible serving cell IP 220, the IP addresses are masked from
the wireless client OS. This may reduce confusion for the
wireless client 100 Operating System and any applications
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running on the wireless client since the serving cell IP address
is always available and unmodified 250 during the transition
process.

FIG. 3 illustrates a flowchart of a method for a time-sliced
WiFi associations make-before-break handover in accor-
dance with some embodiments. The method may monitor a
serving channel for low signal levels, Quality of Service
(QoS) (e.g., low throughput, number of dropped packets,
number of bit errors, latency, jitter, out-of-order delivery of
packets), and/or other metrics 300 to determine when to start
increasing the scanning rate of target channels. When one of
these metrics has reached a predetermined threshold indicat-
ing a degradation in serving channel quality (e.g., the serving
cell connection might be lost) 302, the wireless client may
begin a higher scanning rate of target channels 304 in order to
perform the time-sliced associations with the prioritized tar-
get cells on the target channels. Target cells may be prioritized
or selected from all available cells according to predeter-
mined priority metrics 305 such as signal strength, channel
utilization, signal to noise ratio, credential availability, his-
torical performance with the ESSID or BSSID dependent or
independent of location, information contained in the WiFi
beacon or retrieved from the AP via queries such as Access
Network Query Protocol (ANQP) as defined in IEEE 802.11
U, or user preferences. For example, if the signal level drops
below a predetermined signal threshold level, if the QoS
includes a large number of dropped packets, or any of the
other metrics indicate that the serving cell connection may
soon drop, the scanning rate may be increased.

The scanning may include the wireless client sending out
frames on one or more other channels. The wireless client
waits for a response from potential target APs 306. The target
APs of the target cells that are able to receive the frames from
the wireless client may then respond to the wireless client
scanning with an appropriate frame or frames that enables the
wireless client to identify the target AP and determine QoE
and/or signal strength of the target cell.

Once the wireless client receives the response from the
target AP 306, it may then determine whether to perform an
association, authentication, and DHCP process 308 with the
target AP. The wireless client may also determine when to
perform the association, authentication, and DHCP process
308. The identity of the target AP may be used by the wireless
client to check a metric history of that particular AP or
attributes of a cell associated with the AP.

In some embodiments, the wireless client may track pre-
vious associations with APs. For example, the wireless client
may store particular metrics for each AP with which it is or
has been associated. These metrics may include a time it took
to associate with the AP, a time for transitioning to the AP,
location of the AP, previous QoE with the AP, and signal
conditions associated with the AP. While the wireless client is
scanning and determines the identification of one or more
APs, it may use any stored metrics associated with that par-
ticular AP to filter or prioritize target cell selection or deter-
mine whether to continue with the association process. For
example, if one or more of the associated metrics indicates
that the resulting association might not be adequate for the
wireless client, the wireless client might deprioritize or ignore
this AP and either continue to scan or review the stored
metrics for other APs.

Once the wireless client has made a target cell association,
it has to determine when to transition active applications (e.g.,
mail, web browser, VoIP) from the serving cell to the target
cell. The wireless client may use many different factors in
making this determination.
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In a simple case, the wireless client might simply monitor
the signal levels of both the serving cell and a target cell.
When the signal level of the serving cell drops below a par-
ticular threshold or the target cell signal level goes above a
particular threshold, the wireless client might make the tran-
sition to become associated with the target cell.

In another embodiment, the tracked history, as described
previously, may be used to determine how aggressive to make
the transition from the serving cell to the target cell. For
example, if the target cell has a past history of taking longer
than other cells to be associated with a wireless client, the
wireless client might transition to that particular target cell
sooner than is necessary. If the tracked history of one target
cell is substantially worse than the history of surrounding
target cells, the wireless client might wait until the other
surrounding target cells have a stronger signal and/or better
QoS before transitioning from the serving cell.

The wireless client might also monitor sensors (e.g., accel-
erometer, compass, GPS) to determine a location, speed, and/
or direction of movement. The wireless client can then deter-
mine that if the wireless client is substantially stationary or
not moving very fast, the transition to the target cell might be
delayed and/or the signal level threshold that triggers the
transition might be lowered. However, if the wireless client is
moving more rapidly, the wireless client might transition
sooner and/or the signal level threshold that triggers the tran-
sition might be increased.

In another embodiment, the wireless client might only
evaluate a transition to cells that it has credentials to access.
For example, if the user of the wireless client only has per-
mission to access a certain internet service provider or has
been barred from certain internet service providers, the wire-
less client may take this into account when determining which
responding, target cells have the potential to be serving cells.

Once the wireless client has determined that a transition to
a target cell is to be made and when to perform the transition
to the target cell, the wireless client transitions the active
applications to the target cell and informs the operating sys-
tem (OS) of the new IP address 310. Up to the point of
association with the target cell, the OS has not been aware of
the new IP address in order to reduce confusion with the
Operating System and active applications. Once the transition
is to be made, the OS is now informed of the new IP address
so that the active applications can be informed of the new IP
address.

The wireless client may also terminate the connection with
the serving cell 312 after becoming associated with the target
cell. This make-before-break transition enables the active
applications and the OS of the wireless client to continue
operating without interruption during the transition. Active
target cell associations may also be re-evaluated using similar
target cell selection metrics and criteria to determine when to
disassociate an active target cell association or to modify the
amount of time allocated to the association for evaluation.

FIG. 4 is a functional diagram of a communication station
400 in accordance with some embodiments. The communi-
cation station 400 may be suitable for use as a wireless client
100 (FIG. 1) or any of the access points 101-104 (FIG. 1),
although other configurations may also be suitable.

Communication station 400 may include physical layer
circuitry 402 to communicate wirelessly with access points,
mobile communication devices, and other communication
stations over an antenna 405. Communication station 400
may also include processing circuitry 404 coupled to the
physical layer circuitry 402 to perform other operations
described herein.
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In accordance with embodiments, the physical layer cir-
cuitry 402 may be configured to transmit and receive han-
dover frames between communication stations. The physical
layer circuitry 402 may also be configured to transmit and
receive acknowledgments as well as other communications
between communication stations.

In accordance with embodiments, the processing circuitry
404 may be configured to store and track metrics of WiFi
cells. The processing circuitry 404 may also be configured to
calculate whether and when to transition from a serving cell to
a target cell based on stored metrics and/or current signal
levels. The processing circuitry 404 may also include opera-
tions performed by one or more processor and/or logic.

Although communication station 400 is illustrated as hav-
ing several separate functional elements, one or more of the
functional elements may be combined and may be imple-
mented by combinations of software-configured elements,
such as processing elements including digital signal proces-
sors (DSPs), and/or other hardware elements. For example,
some elements may comprise one or more microprocessors,
DSPs, field-programmable gate arrays (FPGAs), application
specific integrated circuits (ASICs), radio-frequency inte-
grated circuits (RFICs) and combinations of various hard-
ware and logic circuitry for performing at least the functions
described herein. In some embodiments, the functional ele-
ments of communication station 400 may refer to one or more
processes operating on one or more processing elements.

In some embodiments, communication station 400 may be
part of a portable wireless communication device, such as a
personal digital assistant (PDA), a laptop or portable com-
puter with wireless communication capability, a web tablet, a
wireless telephone, a smartphone, a wireless headset, a pager,
aninstant messaging device, a digital camera, an access point,
a television, a medical device (e.g., a heart rate monitor, a
blood pressure monitor, etc.), or other device that may receive
and/or transmit information wirelessly. In some embodi-
ments, a communication station may include one or more of
a keyboard, a display, a non-volatile memory port, multiple
antennas, a graphics processor, an application processor,
speakers, and other mobile device elements. The display may
bean LCD or LED (e.g., organic light emitting diode) screen,
including a touch screen.

Embodiments may be implemented in one or a combina-
tion of hardware, firmware and software. Embodiments may
also be implemented as instructions stored on a computer-
readable storage device, which may be read and executed by
at least one processor to perform the operations described
herein. A computer-readable storage device may include any
non-transitory mechanism for storing information in a form
readable by a machine (e.g., a computer). For example, a
computer-readable storage device may include read-only
memory (ROM), random-access memory (RAM), magnetic
disk storage media, optical storage media, flash-memory
devices, and other storage devices and media. In some
embodiments, a system may include one or more processors
and may be configured with instructions stored on a com-
puter-readable storage device.

ADDITIONAL NOTES AND EXAMPLES

Example 1 is a method for time-sliced associations for
make-before-break handover in a communication system, the
method comprises a wireless client monitoring a serving
channel of the communication system to determine whether
to perform the time-sliced association, performing a time-
sliced association with a target cell on a target channel while
maintaining an association with a serving cell on the serving
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channel and while masking the time-sliced association from
an operating system of the wireless client, and transitioning
the wireless client from the serving cell to the target cell in
response to the metrics.

In Example 2, the subject matter of Example 1 can option-
ally include increasing a channel scanning rate of the target
channel in response to one or more metrics of the serving
channel.

In Example 3, the method can optionally include establish-
ing an association with one or more target cells on one or more
target channels in parallel while maintaining the association
with the serving cell.

In Example 4, the subject matter of Example 1 can option-
ally include one or more metrics comprising channel signal
strength, end-to-end link quality and bandwidth, wireless
client battery life, cost of connectivity, application choices,
user preference, or measured synthetic or real application
performance metrics.

In Example 5, the subject matter of Example 1 can option-
ally include transitioning the wireless client from the serving
cell to the target cell comprises informing an operating sys-
tem of the wireless client of an internet protocol address for
the target cell.

In Example 6, the subject matter of Example 1 can option-
ally include transitioning the wireless client from the serving
cell to the target cell comprises transitioning active applica-
tions on the wireless client to the internet protocol address for
the target cell.

In Example 7, the subject matter of Example 1 can option-
ally include the wireless client terminating the association
with the serving cell after transitioning the wireless client to
the target cell.

In Example 8, the subject matter of Example 1 can option-
ally include performing the time-sliced association with the
target cell comprises performing an association, authentica-
tion, and Dynamic Host Configuration Protocol process.

In Example 9, the subject matter of Example 1 can option-
ally include increasing the channel scanning rate of the target
channel in response to one or more metrics comprises
increasing the channel scanning rate of a plurality of target
channels in parallel.

InExample 10, the subject matter of Example 1 can option-
ally include performing the time-sliced association with the
target cell on the target channel while maintaining the asso-
ciation with the serving cell on the serving channel comprises
the wireless client leaving the serving channel to perform the
time-sliced association with the target cell.

InExample 11, the subject matter of Example 1 can option-
ally include prioritizing target cells according to predeter-
mined priority metrics.

Example 12 is a method for time-sliced WiF1i associations
for make-before-break handover in a WiFi system, the
method can comprise a wireless client monitoring a serving
channel, associated with a serving access point, until an indi-
cation of degradation in serving channel quality, increasing a
scanning rate of a plurality of target channels in response to
the indication of degradation in serving channel quality, each
of the plurality of target channels associated with a target
access point, performing a time-sliced association with at
least one of the plurality of access points while maintaining an
association with the serving access point, and transitioning
the wireless client from the serving access point to a target
access point of the plurality of target access points in response
to the indication of degradation of the serving channel and a
metric history of the target access point.

In Example 13, the subject matter of Example 12 can
optionally include the wireless client storing one or more
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historical metrics for each of the plurality of target access
points with which it has been associated.

In Example 14, the subject matter of Example 13 can
optionally include the historical metrics comprising a time it
took to associate with each access point, how quickly a tran-
sition to each access point was performed, previous quality of
experience with each access point, and signal conditions
associated with each access point.

Example 15 is a wireless client that for operating in a
communication system, the wireless client comprising,
physical layer circuitry to scan at least one associated channel
of a plurality of access points while maintaining an associa-
tion with a serving access point, processing circuitry to per-
form a time-sliced association with a target access point on its
at least one associated channel while maintaining an associa-
tion with the serving access point on a serving channel and
masking the time-sliced association from an operating system
of'the wireless client, and the processing circuitry to control a
transition from the serving access point to the target access
point in response to an indication of degradation in quality
with the serving channel.

In Example 16, the subject matter of Example 15 can
optionally include the wireless client informs an operating
system of the wireless client of a new internet protocol
address of the target access point only after an association
with the target access point has been accomplished.

In Example 17, the subject matter of Example 16 can
optionally include the association with the target access point
comprises an association, an authentication, a dynamic host
configuration protocol operation, and a Quality of Experience
analysis of the at least one associated channel of the target
access point.

In Example 18, the subject matter of Example 17 can
optionally include the wireless client is further configured to
determine the Quality of Experience analysis by determining
channel signal strength, end-to-end link quality, channel
bandwidth, wireless client battery life, cost of connectivity,
application choices, user preferences, or measured synthetic
or real application performance metrics.

In Example 19, the subject matter of Example 15 can
optionally include the serving access point and the target
access point are configured to have different extended service
set identifications.

In Example 20, the subject matter of Example 15 can
optionally include the serving access point and the target
access point configured to have a same extended service set
identification.

Example 21 is a non-transitory computer-readable storage
medium that stores instructions for execution by processing
circuitry of a wireless client to perform time-sliced associa-
tions for a make-before-break handover in a WiFi system, the
operations to perform the handover: monitor metrics of a
serving channel of the WiFi system to determine whether to
perform the time-sliced associations with one or more target
access points over a respective one or more target channels,
perform the time-sliced association with the one or more
target access points using the respective one or more target
channels while maintaining an association with a serving
access point using the serving channel and while masking the
time-sliced associations with an operating system of the wire-
less client, and transition from the serving access point to a
target access point in response to the metrics.

In Example 22, the subject matter of Example 21 can
optionally include the operations to perform the handover to
further increase the channel scanning rate of the respective
one or more target channels in response to the metrics com-
prises.
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In Example 23, the subject matter of Example 21 can
optionally include the operations to perform the handover to
further prioritize the one or more target cells according to
predetermined priority metrics.

In Example 24, the subject matter of Example 21 can
optionally include the operations to perform an analysis of a
metric history of the target access point, and control a time of
the transition from the serving access point to the target
access point in response to the metric history.

Example 25 is a wireless client configured to perform time
sliced WiF1i associations in a WiFi system, the wireless client
comprising means for monitoring metrics of a serving chan-
nel of the WiFi system to determine whether to perform the
time-sliced WiFi association, means for performing a time-
sliced association with a plurality of target cells on a plurality
of respective target channels while maintaining an associa-
tion with a serving cell on the serving channel, means for
masking the time-sliced associations from an operating sys-
tem of the wireless client while performing the time-sliced
associations, and means for transitioning the wireless client
from the serving cell to a target cell of the plurality of target
cells in response to the metrics.

In Example 26, the subject matter of Example 21 can
optionally include means for prioritizing time-sliced associa-
tions with the plurality of target cells according to priority
metrics.

In Example 27, the subject matter of Example 21 can
optionally include means for tracking previous associations
with the plurality of target cells.

In Example 28, the subject matter of Example 27 can
optionally include means for storing particular metrics for
each target cell of the plurality of target cells with which the
wireless client has been associated.

In Example 29, the subject matter of Example 27 can
optionally include the particular metrics comprising a time
used to associate with each target cell, a time for transitioning
to each target cell, a location of each target cell, previous
quality of experience with each target cell, and signal condi-
tions associated with each target cell.

Example 30 is a method for a wireless client to perform
time-sliced WiFi associations for make-before-break han-
dover in a WiFi system, the method comprising monitoring
associated metrics of a serving channel of the WiFi system to
determine whether to perform time-sliced WiFi associations
with a plurality of target cells each having a respective target
channel, performing the time-sliced associations with the
plurality of target cells on the plurality of respective target
channels while maintaining an association with a serving cell
on the serving channel and while masking the time-sliced
association from an operating system of the wireless client,
and transitioning the wireless client from the serving cell to
the target cell in response to the metrics.

In Example 31, the subject matter of Example 30 can
optionally include deprioritizing, in response to one or more
of the metrics indicating that a resulting association with the
target cell will not be adequate for the wireless client, one or
more of the plurality of target cells.

In Example 32, the subject matter of Example 31 can
optionally include reviewing stored metrics for remaining
target cells of the plurality of target cells in response to one or
more of the metrics indicating the resulting association with
the target cell will not be adequate for the wireless client.

Example 33 is a wireless communication station config-
ured to operate in a WiFi system comprising a plurality of
access points, each access point having at least one associated
channel, the wireless communication station comprising pro-
cessing circuitry configured to control operation of the wire-
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less communication station in response to an operating sys-
tem, and a physical layer coupled to the processing circuitry
and configured to scan the at least one associated channel of
each of the plurality of access points while maintaining an
association with a serving access point of the WiFi system,
perform a time-sliced association with each access point of
the plurality of access points on their at least one associated
channels while maintaining an association with the serving
access point on a serving channel and masking the time-sliced
associations from the operating system, and the physical layer
further configured to transition from the serving access point
to a target access point of the plurality of access points in
response to channel metrics of the at least one associated
channel each of the plurality of access points.

In Example 34, the subject matter of Example 33 can
optionally include the physical layer being further configured
to increase a scanning rate of the at least one associate chan-
nels of the plurality of access points in response to the channel
metrics.

In Example 35, the subject matter of Example 33 can
optionally include the wireless communication station com-
prising one of: a personal digital assistant (PDA), a computer
laptop with wireless communication capability, a web tablet,
a wireless telephone, a smartphone, a wireless headset, a
pager, an instant messaging device, a digital camera, an
access point, a television, a medical device.

The Abstract is provided to comply with 37 C.F.R. Section
1.72(b) requiring an abstract that will allow the reader to
ascertain the nature and gist of the technical disclosure. It is
submitted with the understanding that it will not be used to
limit or interpret the scope or meaning of the claims. The
following claims are hereby incorporated into the detailed
description, with each claim standing on its own as a separate
embodiment.

What is claimed is:

1. method for time-sliced associations for make-before-
break handover in a communication system, the method com-
prising:

a wireless client monitoring a serving channel of the com-
munication system to determine whether to perform a
time-sliced association;

performing the time-sliced association with a target cell on
atarget channel while maintaining an association with a
serving cell on the serving channel and while masking
the time-sliced association from an operating system of
the wireless client such that an internet protocol address
associated with the target cell is not available to the
operating system or active applications executing on the
wireless client, wherein performing the time-sliced
association with the target cell comprises performing an
association, authentication, and Dynamic Host Configu-
ration Protocol process; and

transitioning the wireless client from the serving cell to the
target cell in response to an indication of degradation in
the serving channel, wherein the internet protocol
address associated with the target cell is made available
to the operating system and the active applications
executing on the wireless client in response to the tran-
sitioning.

2. The method of claim 1 further comprising increasing a
channel scanning rate of the target channel in response to one
or more metrics of the serving channel.

3. The method of claim 2 wherein the one or more metrics
comprise channel signal strength, end-to-end link quality and
bandwidth, wireless client battery life, cost of connectivity,
application choices, user preference, or measured synthetic or
real application performance metrics.
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4. The method of claim 2 wherein increasing the channel
scanning rate of the target channel in response to the one or
more metrics comprises increasing the channel scanning rate
of a plurality of target channels.

5. The method of claim 1 further comprising the wireless
client terminating the association with the serving cell after
transitioning the wireless client to the target cell.

6. The method of claim 1 wherein performing the time-
sliced association with the target cell on the target channel
while maintaining the association with the serving cell on the
serving channel comprises the wireless client leaving the
serving channel to perform the time-sliced association with
the target cell.

7. The method of claim 1 further comprising prioritizing
target cells according to predetermined priority metrics.

8. A method for time-sliced WiFi associations for make-
before-break handover in a WiFi system, the method com-
prising:

a wireless client monitoring a serving channel, associated
with a serving access point, until the serving channel
indicates a degradation in serving channel quality;

increasing a scanning rate of a plurality of target channels
in response to the indication of degradation in serving
channel quality, each of the plurality of target channels
associated with a respective target access point of a
plurality of target access points;

performing a time-sliced association with at least one of
the plurality of target access points while maintaining an
association with the serving access point wherein per-
forming the time-sliced association with the at least one
of the plurality of target access points comprises per-
forming an association, authentication, and Dynamic
Host Configuration Protocol process and a respective
internet protocol address associated with the at least one
of the plurality of target access points is not available to
an operating system of the wireless client or active appli-
cations executing on the wireless client; and

transitioning the wireless client from the serving access
point to the at least one of the plurality of target access
points in response to the indication of degradation of the
serving channel quality and a history of the at least one
of the plurality of target access points, wherein the tran-
sitioning comprises making the respective internet pro-
tocol address associated with the at least one of the
plurality of target access points available to the operat-
ing system and the active applications executing on the
wireless client.

9. The method of claim 8 further comprising the wireless
client storing one or more historical metrics for each of the
plurality of target access points with which the wireless client
has been associated.

10. The method of claim 9 wherein the one or more his-
torical metrics comprise a time the wireless client used to
associate with the each of the plurality of target access points,
how quickly a transition to the each of the plurality of target
access points was performed, previous quality of experience
with the each of the plurality of target access points, or signal
conditions associated with the each of the plurality of target
access points.

11. A wireless client for operating in a communication
system, the wireless client comprising:

physical layer circuitry to scan at least one respective asso-
ciated channel of at least one target access point while
maintaining an association with a serving access point;

processing circuitry to perform a time-sliced association
with the at least one target access point on the at least one
respective associated channel while maintaining the
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association with the serving access point on a serving
channel and masking the time-sliced association from an
operating system of the wireless client, wherein mask-
ing the time-sliced association comprises making an
internet protocol address associated with the at least one
target access point unavailable to the operating system
or active applications executing on the wireless client,
and wherein performing the time-sliced association with
the atleast one target access point comprises performing
an association, authentication, and Dynamic Host Con-
figuration Protocol process; and

processing circuitry to control a transition from the serving

access point to the at least one target access point in
response to an indication of degradation in quality of the
serving channel wherein the internet protocol address
associated with the at least one target access point is
made available to the operating system and the active
applications executing on the wireless client in response
to the transition.

12. The wireless client of claim 11 wherein the association
with the at least one target access point comprises a Quality of
Experience analysis of the at least one respective associated
channel of the at least one target access point.

13. The wireless client of claim 12 wherein the wireless
client further determines the Quality of Experience analysis
by determining channel signal strength, end-to-end link qual-
ity, channel bandwidth, wireless client battery life, cost of
connectivity, application choices, user preferences, or mea-
sured synthetic or real application performance metrics.

14. The wireless client of claim 11 wherein the serving
access point and the at least one target access point have
different extended service set identifications.

15. The wireless client of claim 11 wherein the serving
access point and the at least one target access point have a
same extended service set identification.

16. A non-transitory computer-readable storage medium
that stores instructions for execution by processing circuitry
of'a wireless client to perform time-sliced associations for a
make-before-break handover in a WiFi system, the process-
ing circuitry is caused to:

monitor a serving channel of the WiFi system to determine

whether to perform the time-sliced associations with one
or more target access points over a respective one or
more target channels;

perform the time-sliced associations with the one or more

target access points using the respective one or more
target channels while maintaining an association with a
serving access point using the serving channel and while
masking the time-sliced associations from an operating
system of the wireless client such that a respective inter-
net protocol address associated with the one or more
target access points is not available to the operating
system or active applications executing on the wireless
client, wherein performing the time-sliced associations
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comprises performing an association, authentication,
and Dynamic Host Configuration Protocol process; and

transition from the serving access point to a target access
point of the one or more target access points in response
to an indication of degradation of quality of the serving
channel, wherein the respective internet protocol
address associated with the target access point is made
available to the operating system and the active applica-
tions executing on the wireless client in response to the
transition.

17. The non-transitory computer-readable storage medium
of'claim 16 wherein the processing circuitry is further caused
to:

increase a channel scanning rate of the respective one or

more target channels in response to one or more channel
metrics.

18. The non-transitory computer-readable storage medium
of'claim 16 wherein the processing circuitry is further caused
to:

prioritize the one or more target cells according to one or

more predetermined priority metrics.

19. A wireless client to perform time sliced WiFi associa-
tions in a WiFi system, the wireless client comprising:

means for monitoring one or more metrics of a serving

channel of the WiFi system to determine whether to
perform the time-sliced WiF1i associations;

means for performing time-sliced WiFi associations with

respective ones of a plurality of target cells on a plurality
of respective target channels while maintaining an asso-
ciation with a serving cell on the serving channel,
wherein the means for performing the time-sliced asso-
ciations comprises means for performing an association,
authentication, and Dynamic Host Configuration Proto-
col process;

means for masking the time-sliced WiFi associations from

an operating system of the wireless client while per-
forming the time-sliced WiFi associations such that a
respective internet protocol address associated with the
plurality of target cells is not available to the operating
system or active applications executing on the wireless
client; and

means for transitioning the wireless client from the serving

cell to a target cell of the plurality of target cells in
response to the one or more metrics wherein the respec-
tive internet protocol address associated with the target
cell is made available to the operating system and the
active applications executing on the wireless client in
response to the transitioning.

20. The wireless client of claim 19 and further comprising:

means for prioritizing the time-sliced WiFi associations

with the plurality of target cells according to one or more
priority metrics.



